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Aims to the session

=Apps, games & PEGI levels

=Safety & Parental controls
=\Websites & what to look out for
= Awareness of accessibility
=Online at school

=Advice & Prevention
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What devices & apps are your children using?
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Good habits for parents — keeping children safe
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Dubsmath

Dubrsmacsh is an app to
creae anvd shaee your
own music videos with
farous sourvds mnd

Pokémon GO

Poletrnen GO alows you
10 find Pokiémon wsing
map based on wheee
you are (in real He)

Score! Hero

Scove! Hero is o ganing
w60 where you work
your wiry up te over 580
bevels by playing
foothal

Clash Royate

Clach Royale is a game

where players can chat.

buitd commearsties and
battle oach other

CSR Racing s acar
Facing game where you
can bury and upgrade
cans and race your

Facebook &
Messenger
Facebook and
Messenger & a socal

Skype lets you sensd

instant messages and

make sudho and video

calls to others around
the workd

page about yoursell and
alk Lo cthers.

FaceTime

FaceTime allows you 10
enakie video and oo
calis from your Agple
Sevices sing the
nterrml

SountdCloud & an app
that lets you find music,
news and other content

Penguin Island

Club Pengunis »
mutplayer gave where
¥Ou can exploce a virtual

workd and char vo

MINECRAFY

Minecraft: Pocket
Edition

MiricSo is & oarm
Mimecraftis a gaeme that webisite that hosts
Jets you create a virtual games; used on social
woekd usang buldeg networks and onfine
blocks and chat to Sarmeng platforms.
others,

{3

YouTube
Whanalop is an instant YouTube allows you b
Steam is an MeSLagng Ape. You can watch, create and
ectertrnment platform serd comment on videos on a
Qames, cremte, and chat inonete ans and
10 other anembers. g

Grand Theft Aute:
San Andreas

Grand Thaft fetoc San

Pinterest

Pinterest is an
interactive pirs boved, for
collections of your own

and others’ mages.

Civ]olwl

Twiteh Twittee Viber Wattpad
Twitch is o fve video Twitner fets you post Viber lots you tet, call, Wattpad is a storyteling
game site to watch Publc mestages, or share photon and send *pp whoes you can
playbacks of games, fve ‘tweets’, send peivite wideo messages to crome, read. leaen o
Stream your own and messages and post people workdwide. wiite and share stories.
chatt to others. pctures/videos.

{3

Yoo 15 a0 app where
you can conemct and
chant bo peaple. You can
video chat and watch
e videon.




It can be challenging for parents and carers to know whether children
too much time on their devices. Furthermore, it's even
to know whether a child is addicted to the internet
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their devices?

SMARTPHONE ADDICTION
IS ARECOGNISED HEALTH
CONDITION
Cmay«mgulsannundu\gmun
rehab’ following growing concerns aver screen
n-«mmnﬂu«mhmcukwwhdﬂm

screen addiction for children and adults showing the
seriousness of device addiction.

ITCAN CAUSE SLEEP

7 out of 10 children said they had missed out on steep

because of their online habits and 60% said they had

neglected school work as & result. Itis important that

chitdren get the sleep they need In order to focus the
next day.

LIMIT SCREEN TIME

In today’s digital age, technology is an Important
part of a child's development so completely banning
them from their device will mean they are missing out
on a lot, including conversations and communication
mm thelr friends. Rather than banaing them from
g their devices, we suggest setting a screen time
i, Work owt what you think is & suitable and healthy
amount of time for your child to be an their device
per week. Remember that your child may need to use
devices for their school homework so only set screen
limits on recraational time on their device. Once you
have established this, have the conversation with them to
discuss why you are implementing a screen limit. There will
be others in your child’s friendship group who will not have
scroon liits set and will ba sonding messages when thoy
not have access to their phomes.

ENCOURAGE ALTERNATIVE
ACTIVITIES

1t may seem like an obvious solution, but encouraging
chikdres to ploy with thele ftiends, reed & books of pheyiny
outdoars will help them realise thay can have fin without
thelr device. Playing football, trampolining, camping,
going fora walk or all heaithy
for screen time. Try to join them in their
outdoor activities to show your support.

"

SCREEN ADDICTION

CONFIDENCE, SUPPORT &
ACCEPTANCE

The Children's Commissioner report ‘Life in Likes! explored
hew childron aged 811 are using social media today. It
showed that chiddren are using their devices to speak to

their online friends about their problems and seek
accoptance and support, removing face to face

interactions.
Your child may become less interested in anything that
does ot include their device, You may notice that your
«hild is missing school tima and generally being less
with other activities in the home. It is important
10 discuss this with your child as 1000 as you notice &

LEAD BY EXAMPLE

Children model their behavior on their peers, so If their
rents heir device, th il see this a

accaptable. Try Bmiting your own screen time and follow

the same rules you have set for them. If you have asked

your child to not use their device at the tal bﬁ,m sure

you don't. Try setting house rules family
abide by.

LESSTIME MEANS LESS
EXPOSURE

There are many risks associated with devices, such as
cyberballying, grooming, sexting, viewing inappropriate
content etc. Less time spent on a screen means that a child
will be less exposed to these risks.

MOBILE-FREE MEAL TIMES
Mave you tried to settle your child by giving them a tablet
at the diner table or restaurant? This mary seem like o
quick fox to calm them dewn but in reality, it is encouraging
them to use thelr device as a distraction from conversation
and dealing with their emations. We suggest removing ol
technology from the dinner table and having conversations
with yout family about how their day has boen.
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At National Online Safety we believe in

carers and trusted adults with the information need to hold an informed conversation about online safety with their children, should they
foel it is neaded. This guide focuses on one issue trusted

m,uhktw- adults munm':?unnﬂmmmw«ymmmnumhmmu»mmu

ONLINE CONTENT

lO tups to keep your chlldren sa(-‘e onlme

of parents

said they thought their
children spent too much
time in front of screens

dth ablmy'- Many app: hat childi which
can freedom of ion and y duetothesh day, it can be difficult
forplntfomlsmngdatemd | ythi vhich that di i S of.wdloﬁunnallp
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Apps have been designed with ‘psychological tricks’ to
constantly keep grobbing your attention. One example
of this is on the app Snapchat, whore you can gaia
‘streaks’ when Interacting with your friends. If you don’t
respond, you lose the streak. This addictive nature of
apps aims to engage chiddren and keep them coming
back h

MON!TOR‘ VIEWING HABITS

Whilst most apps have moderation tools,
inappropriate contﬁnt can still slip through
the net.

National
Online
Safety”

CHANGE PRIVACY SE!TINGS

Make accounts private and set
content filters and parental
controls where possible.

530/0 of children aged 3-4

indine for nearly 8hrS & week

:j.l.

790/0 of children aged 5‘7

go online for nearly Ohrs s week

940/0 of children aged 8-1 1
go online for noarly 1 3.5hf$ 3 week

”)/0 of children aged 1 2"1 5
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ENCOURAGE CRITICAL THINKING

Talk about what people might post
online and why some posts could
cause distress.
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Safety’
#WakeUpWednesday

If a child has been affected by something
they've seen online, seek support from your
school’s safeguarding lead.

www.nationalonlinesafety.com Twitter- @natonlinesafety  Facebook-/NationalOnlineSafety Instagram - @NationalOnlineSafety
Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 16.09.2020
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powering parents, corers and trusted sduits with the info

sefety with their chisdren, should they

At National Online Satety, corers and with the 1o hoid as ! online y their chiidren, should they feel
it i needed. This guide focuzes on one of many games which we belisve trusted oduits should be owars of. Please Vielt www notionaoninesatety com for further guicses, hints and tips for adults.

What{Parents{& Carers Need to Know about

What parents & carers need to know about .. Pan
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Among Us is one of the most popular games of 2020. A space-themed 'social deduction game’ where 4-10 players take on the guise of

Crewmates, who must complete various tasks around their spaceship, while randomly selected Imposters must try their hardest to ,‘ b Minecraft is a beloved classic of ‘gaming. released |
sabotage the others' efforts. The Imposters have to remain undetected through rounds of voting to win. While Among Us is a largely safe . b““"';‘hﬂ ;'I“‘-' "P:‘::‘""ﬂl still has °mmm:hpmn?om]
ek e £ . mon! necraft has also been u for much more than
game, it's still prudent to be aware of any potential risks young ones might encounter when playing. - schools to teach children coding, and it's also employed as a tool for pulov-cidod design, ’
which is another valuable skill. Encouraging creativity problem solving, Minecraft has 1 |
Inappro iate chat g = 2 plenty to offer gamers of all ages, and it's available on almost all video game platforms. _ - “
pria c " ) ‘

whloAnwuwa\hoon}oyodbedly o
wvia wi-fi, itis commonly played ' J
Batween rounds, players come mgoz_mne

discuss who they think the Imposter is

~ PUBLIC SERVERS

with @ text chat, and i's here where
chiidren will come into contact with f @ ¢ SCARY ELMNTS y
others. Thera is a profanity filter on the = “‘""‘?..f G (s
game as standard, but it can very easily e 's your eﬁllu ential The visual design and
peros Y ._.(:l' it . - | interact with mmm’&'m ‘Inu»m. mwm’v’nmw $0
P POSeE O » Some servers focus on building, while e b o n !MI iy -
St = =X encoun ht a little

Corh out

0 out m and are accompanied
audio - mehnt'l'- zombie moans nr!"d° sl(oloygn
bone ratties - that may unnerve young ones.
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GRIEF!NG ADDITIONAL PURCHASES

eon.!a pul nec

relatively simple. Public server IP addresses
refore wmon. 's location) are easy

to ﬂnd with search engines.

pooglc in Minecraft deli l in THT 3 After initial i m.
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severe on.nco and frequently ban offenders. enable online play - so onlln-

quickly become an .xpmllu
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Minecra ?: meplay is
simple, and e outcome
has built somethi
be extremely “gmﬂ
addictive. it's mv to lose track of

committed
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P Advlc ?O Parents & C rerS
Play with your children Use private lobbies Deactivate credit cards ’ e r Pa a
Phaying with your kids ks one of the best ways to uses priv o5 1o lat piary P of Haoving your credit card automaticolly paired with.
 the gor nakes it 20 pop who theyre gamring with, Using a uniquely goay i mu:.:;mmmkmmea?mm RESEARCH CONTFNTCREATORS CHOOSE THE RIGHT MODE \ HOST A PRIVATE SERVER
r ] bile easy 1o that be rtiny g f¢ ing them up i P 0 1
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Meet our expert

Mark Foster has worked in the gaming industry for
five yeors as a writer, editor and pesumm Mu isthe

Meet Our Expert

Clare Godwin (ak.a. Lunawolf) has worked as an editor and
Journalist in the gaming industry since 2015, providing
websites with event coverage, reviews and gaming guides.
She Is the owner of Lunawolf Gaming and is currently
working on various gaming-related projects including
game deveiopment and writing non-fiction books.
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how to make them safe and fun.
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You don't need to be the biggest football fan in the world to have
heard of FIFA

mwﬂwwhﬂumhv&oﬂmmwm
The lure

The big ullmg point for the FIFA range of games s that it
FIFA includes current players;  feature which no other
football video game offers. However, this means thata
new version of the game is released every year, with
updaud teams, players and stadia; plus new gameplay

d tweaks. And, with update of k_
lhqgam-, there is an expactation that it will be far better

than the previous one;so the g @ to upgrade and

*H"@%
itable for children of all
appropriate content,

IN-GHME CHAT

While the FIFA video game i5 5
ages as it does not include any

there is the issue of in-game chat. Your child can play
with other people online and chat with them using
headsets. As this is largely unregulated, it could mean
that your child is exposed to language or conversations
that you deem unsuitable.

*#'@5

<an either work

play gan play

annually by
arange of consoles,

Your child may receive an email or see » message on
social media or in forums which appear xubelgenume
FIFA promotion. While the link may seem like a FIFA
login page, it's » phishing scam to capture a login name
and password. Scammgers may use names that sound
legitimate, like EA Admin’ or FIFA y

BUYIHG ABCEOHSN
In-game purchases are to be expected in any modern
game and FIFA is no different. FIFA Ultimate Team
(commonly called FUT)ia mode in FIFA that lets
gamers build teams of players from any leagie, playing
both offline and onlin€ o win coins. These canbe used
to buy better players or packs containing random
players. While some purchases can be made using
in-game currency, other purchases involve spending
with realworld money, which could become expensive.
There Blave been reports of parents receiving large
credit card bills resulting from in-game purchase made
by their children.

gives your child the

JUST OHE MORE GRME
Your child could be playing FIFA games on their
computer or console for very long periods of time. That's
not to say that computer-based matches are a full 90
minutes long, but a series of 20-minute matches can very
quickly fill up a day! The World Health Organisation has
dlassified ‘gaming disorder’ as a mental health problem -
this is when children have trouble controlling their
gaming behaviour and let it reign ovctheir lives and
daily routine. g

ational
nline
afety

FIFA GAM
The FIFA series hias been criticised for the competitive
nature of gameplay leading to aggiession in some
players. Add to this the chance to converse with other
players via in-game chat, and the potential for anger
Tevels is likely to rise... especially if you're losing heavily!

As a parent, the implications of this really depends
on the age of your child and your relationship with
them. It may be that playing and sharing games is
part of your family life and so this isn‘t a problem,
but just be mindful that being involved with the FIFA
franchise is unlikely to be a one-off event - it's the
start of 2 gaming journey that could last for many,
many years and involve numerous (potentially
expensive) upgrades.

IH E CHAT

It's unhke(y that you'll be
able to convince your
child to play FIFA without
making use of the chat
facility - it's something
that adds to the
experience. However, you
should ensure your child
is aware of how to silence
any abusive players and
how to report anyone
who becomes
problematic.

cneci wem e 0p0's

You should teach your children to stay clear of scams.
Explain to them that they must be wary of any link
which asks them to either verify their username and
password or provide other sensitive information;
game developers will never send a message asking
for login information. Console messages, emails and
websites, or social media posts promoting contests
for in-game content, such as pa(ks, players, or coins
requiring fogin Information ake fake. o o

BLIYIH o0 0
To spend real money in FIFAj&gredit or debit card
must be linked to a gaming munl. so ensure that
your card is not being used fofithis! There's also
support for PayPal payment, 6 also check who has
access to this type of account: Bepending on the
platform your child is using to play FIFA, there are
different parental controls thatcan be put in place to
restrict spending should you allow them to link a card
to their account. There is also &payment option called
Paysafecard, which allows you to make payments
online without the use of a bank account or credit
card. As you can top up balances, this makes it easy to

control spending.

‘ E M GAME
The parental controls on consoles can be used to

www.nationalonlinesafety.com

restrict the amount of time spent playing. Physically
monitoring how much time your child is spending in
FIFA is recommended - just as you might monitor how
much time they spend watching TV. Keep an eye ofit
for warning signs, such as a lack of interest in other

activities, tiredness or fatigue, neglect of personal
hygiene, changes in character or anger issues whet
your child is told to stop playing a game
P k

GAMEPLAY

Monitoring in-game chat may be difficult as you're
likely to only be able to hear one side of a
conversation. However, noticing how your child is
reacting may be a reasonable indicator of the general
mood. Dealing with both the frustrations of a game
as well as troublesome people can serve as useful life
lessons, but as a parent, you know your child better
than anyone else. If you notice your child is getting
100 upset or angry, that's the time to intervene and
try to encourage them to take a break from the game.
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Safety - Stay up to date

» Know the game — SEE the game! Building good relationships about gaming
conversations and what happens online.

»Rules - clear boundaries and expectations. (rooms, doors, new friends, times
etC) 13 BOANIEE ¥ 440%0451am B T awsg4 L BARIBR T 4 405G 450

» Parental controls — family link

Block or allow eertain apps Keep an eye on the apps your Lock de o to

> Praise!
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WHERE FRIENDS MEET

ubo
Websites

There are so many websites!

Ask.fm — question(anonymous) and answer board

MyLol, Yubo, Skout, Bumbledate, Happn — online dating for 13-20! SKOUT

Twitch — Live game streaming from your computer.

Discord, Whatsapp, Snhapchat — communication forums

JOIN FOR FREE!
Sign up with - (1 (80
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http://www.gloucestercitizen.co.uk/Teens-using-MyLol-com-instead-playground-despite/story-20500010-detail/story.html
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCJqS6pr8wsgCFQGXFAodSncOkg&url=https%3A%2F%2Ftwitter.com%2Ftwitchsupport&bvm=bv.105039540,d.d24&psig=AFQjCNGv6eT8S_aOJCVCAc-RBR6y5HpEHg&ust=1444946725000818

Be aware of...

» Phishing — looks real

» Fraud —purchase set up?!

» Grooming

»Sexting

» Cyber-bullying
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Do u ke Lintle Mix? ©

'Ki“:id':x‘" cf"'ﬁ? Yoh wont 2C them last yr kol
0 ne fora few
ml.um. Knew ud be a fan! U buy a
When a hacker launches a phishing attack, he :Jm:‘::m Yeoh got 3 ©

U wearin it now?

Aiden also seems to like
/| asking Kiera lots of 7
questions about herself. |

or she is trying to trick you into believing that the
message is from a legitimate source so that you will
click a link or download an attachment.
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70% 40%

18%

of teens have admitted of ALL teenagers are of teenage girls have of teen males admit to
to sexting thelr girlfriend estimated to have sent sent sexts sexting
or boyfriend suggestive iImages or
messages

22%




76% of children aged 30% of 5-7 year olds
10-11 have shared an already have a social

image online : media account :

Sexting

Children as young as 8 years old have sent
naked photos.

Breaking the law - child pornography. The Thousands of children under 14 have

Snapchat - send a picture and it disappears, Guardian P investigated by police for sexting
but it can be copied. More than 6,000 children under 14 have been investigated by police
Is illegal, can be prosecuted, on Sex Offenders  for sexting offences in the past three years, including more than 300
Register, can affect future jobs of primary school age, the Guardian has learned.
Figures disclosed by 27 police forces in England and Wales revealed
306 cases of children under 10, including some as young as four,
We need to get children to think: being investigated on suspicion of taking or sharing indecent images
Would | send the picture to a stranger walking ~ ©f themselves or other minors since 2017. _
down the street? In one case, a nine-year-old boy was recorded on a police database
for sending a naked selfie to a girl on Facebook Messenger. In
another, a nine-year-old girl was recorded as an “offender” for
sending images to someone on Instagram.

Would I want my next door neighbour/ nan
seeing this?



Accessibility

»Apps are free

»Internet available almost anywhere, bedroom, library, friends house...
»Phone, tablet, computers, game consoles...

» Difficult to control



e-safety In school

»Internet is filtered - restricts access to
iInappropriate material and websites

»All children sign a class charter - Using the
Internet safely

» E-safety regularly in class but also a
designated week, Anti-bullying month
Includes cyberbullying

»Regularly revisited throughout the yearr,
during computing and PSHE lessons

Using the Internet Safely Whole Class Agreement:

| agree to follow these rules when using the Internet in school
1. Iwill mainly use the Internet to help with my school work.
2. 1 will only contact other Internet users with the permission of my teacher.

3. | will never tell anyone any personal details about myself or other people [e.g.
age, phone number, address, etc.]

4. 1 will only use links on the school website, or those provided by my teacher.
5. 1 will only use a search engine with the permission of my teacher.

6. | will not access any social media, chat rooms or MSN messenger from a school
computer.

7. 1 will not download or upload any files or images without permission.

8. If | am upset by anything | discover while using the Internet | will tell a teacher
immediately.

9. | agree to be a responsible user of the Internet and use it to help me develop my
understanding and learn new things.


https://www.google.co.uk/imgres?imgurl=http://images.techhive.com/images/article/2013/05/internet_explorer-100037081-gallery.jpg&imgrefurl=http://www.pcworld.com/article/2863878/microsofts-reported-spartan-browser-will-be-lighter-more-flexible-than-internet-explorer.html&h=354&w=529&tbnid=dcw9S_dPGPimMM:&docid=DMRASxyX1BOFCM&ei=h5T5VcbJLsy2a6S7t_AD&tbm=isch&ved=0CCkQMygMMAxqFQoTCIapktX4-8cCFUzbGgodpN0NPg

Online issues in primary schools

e Making TikTok videos about others

e WhatsApp groups — discussions

e Phoning pupils and hiding their numbers

e Excluding pupils/adding without permission

e Owning a YouTube account -legal age is 17 (or 13 with parental
support)

e Making videos at home in local surroundings



Advice & Prevention

Parent locks/controls on - see CEOP site

Set privacy settings - invite only

Monitor what your children are using

Understanding acronyms used by

children - www.urbandictionary.com

Get help and support

There are lots of organisations who work to support families and children.
Visit childnet.com/get-help if you're worried about an online concern.

0808 800 5000

NSPCC "0

Free support and advice for adults concerned

about the safety or wellbeing of a child.

ft‘-;‘k family 08088002222
lives familylives.org.uk

Free support and advice on any aspect of
parenting and family life.

MiNDS

Fghting fr preng pesple el heskh
Free support and advice on how to support
young people's mental health and wellbeing.

0808 802 5544
youngminds.org.uk

National
Online
Safety’

Helplines for children
& young people
0800 1111

Child lil’le childline.org.uk

Providing help and support for under 18s.

HEMIX

Providing help and support for 13-25 year
olds.

? CLICK CEOP
Iinternet Safety

0808 808 4994
themix.org.uk




Making a report

For advice on the reporting tools for popular games, apps and social media platforms
visit childnet.com/how-to-report for more information.

Report Harmful Content is Report suspected online child sexual abuse or
a national reporting grooming to your child's school/local police. If
centre offering advice and necessary, contact the Child Exploitation and
links to industry reporting Online Protection command (CEOP).

tools. It also provides ceop.police.uk

support by reviewing

outcomes after a report Report online child sexual abuse images and
has been made on a videos with the Internet Watch Foundation's
platform or app. anonymous reporting tool.
reportharmfulcontent.com iwf.org.uk

Information on hate crime and National reporting centre for fraud
advice on how to report it in England, and cybercrime in England, Wales
Wales and Northern Ireland. and Northern Ireland.

report-it.org.uk actionfraud.police.uk

- ) Childnet

- # |nternational

internet Safety
@ 1wr
Internet

Watch
Foundation

REPORT
HARMFUL
CONTENT




